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“This solicitation is seeking advancement to build trust... and metrics and to quantify uncertainty
versus performance... Proposed solutions should.. focus.. on ways to build trust and confidence
in mission planning. New methods to improve robustness and confidence... will still be able to

expand trust/explainability of automated mission planning.”
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Classical Robust Control

e Classical robust control (LQG, H) has been
extremely successful at designing uncertainty-
aware control laws

— when the uncertainties are modeled
deterministically.

 The robust performance theorem guarantees
“hard” error bounds

— when the uncertainties are subject to “hard”
bounds.
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Critique

e The “Achilles heel” of classical robust control is
the modeling of the uncertainty.

e |f the modeling of the uncertainty cannot be
trusted, the robust control edifice is
crumbling.

e Need for trustworthiness assessment

e Quantum control gave us a “heads up.”
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Linear Dynamically Varying Uncertainty-Unaware Approach
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Linear Dynamically Varying Uncertainty-Aware Approach
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Linear Dynamically Varying Trust-Aware Approach

dx(t)
Py: Fra Agpyx(t) + Bg(t)u(t
[(dx(t
O % = AH(t)X(t) + By Ke(t)y(t) + FH(t)W(t
AR

x(t) = 4(t) - 0(t)
m v V() = CooX(1)
[ x(®)
% P [z z(t)—[ M)]
u \L y u(t) = Ky y(t)
KQ < 0(t) = Da(t)x(t)

t) = Av(t)

Robust performance theorem:

VHAH <1/ u

How sure are we about this if we are not sure of the uncertainty model?



Subjective Logic
uncertain probability = subjective opinion

 \We need an analyst or auditor to assess
trustworthiness of the design.
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Mingxi Cheng, Shahin Nazarian, and Paul Bogdan, “There is hope after all: Quantifying opinion and
trustworthiness in neural networks,” Frontiers in Artificial Intelligence, 3:54, 2020.
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Formal Trust Framework

Q1 Positive evidence r,2: Trustor A find
that trustee x’s behavior meets
some specifications.

QNSRS cvidence s2: Trustor A
find that trustee x’s behavior does
not satisfy specifications.

1 Non-informative prior weight W
default value W=2

QUncertainty u? = ——;

Base rate a2
Prior probability without evidence
default value a2 = 0.5

Opinion: W/ = (bXA,dXA,uXA,aX)

Trustworthiness: T* =b” +u’a®
Risk: R} =d; +u(1-a})



Algebra of Opinions

 Multiplication of opinions by the same auditor
on different sub-designs x, y:
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Algebra of Opinions

e Fusion of opinions of two auditors on the
same design x,
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Trustworthiness of Shapiro (Lockheed) eigenvector assignment
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Trustworthiness and Risk consistent with simulation results
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Fig.8 Velocity, angle-of-attack, pitch-rate, pitch-angle, and altitude time-domain responses to elevon command.

Trustworthiness higher on angle of attack than altitude
Risk higher on altitude than angle of attack



Off-line trustworthy trajectory

planning
Uncertainty-aware planning Trust-aware planning
e Minimize the error, which  Minimize the risk of missing
includes the targeting error the target

min®(minK9y(@(p9,K9))) m|n® Rf(?oB)O(CoD)



On-line adaptive trustworthy o(t)
trajectory planning
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Conclusions

Hypersonic mission planning must take into
consideration poorly known uncertainties.

Classical robust control has failed to address
trustworthiness of the modeling of the
uncertainties.

We proposed both off-line and on-line
trustworthiness assessments of hypersonic glide
vehicles trajectory planning based on subjective
logic.

Early results on a NASA demonstration vehicle
showed the viability of the approach.



Thank you!

Questions?

jonckheere@usc.edu
pbogdan@usc.edu
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